
 

 

 

Digital Forensics & Incident Response 

Abstract  

Digital Forensics and Incident Response (DFIR) is a comprehensive course designed to arm 

participants with the knowledge and skills needed to identify, investigate, and respond to cyber 

incidents. Through a combination of lectures, hands-on labs, and real-world case studies, 

participants will gain a deep understanding of the tools, techniques, and best practices used  

in the field of DFIR. The course will cover a wide range of topics, including: 

 

• The incident response process and incident handling best practices. Identification of 

common attack vectors and malware 

• Digital forensics techniques for data collection and analysis Network forensics and 

analysis 

• Memory forensics and analysis Windows and Linux forensics 

 

Participants will also have the opportunity to work on a variety of practical exercises and case 

studies, giving them the chance to apply their knowledge to real-world scenarios. Upon 

completion of the course, attendees will be well-prepared to take on roles in incident response, 

digital forensics, and other cybersecurity-related positions. The course has been designed for 

professionals with a basic understanding of networking and operating systems, but no prior 

experience in DFIR is required. 

 

Prerequisites 

 

TBD 

 

Learning Objectives 

Students will understand: 

• Essential knowledge and key concepts behind DFIR 



• Tools agnostic understanding of digital forensics artifacts 

• Hands-on experience with free/open-source forensics tools 

• Ability to perform digital forensics independently 

Target Audience 

• Security Professionals 

• IT Professionals  

• Cybercrime Investigators 

• Network Administrators  

• Digital Forensics Examiners Penetration Testers 

• Security Analysts  

• Incident Responders 

 
Requirements 

Students will need: 

Laptop with Linux/Windows x64latest version of Virtualbox/ 

VMware installedKali linux VM, Flare VM (windows) 
 

 


